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Abstract— Online social networks allows the users to share their data with their friends. With the advent of mobile
computing, traditional social networks have gradually adapted to a fresh paradigms called mobile online social networks.
The Mobile online social networks (mOSNs) had become more popular, and compared with traditional OSNs, mOSNs
provide the location-based services, which raise significant privacy concerns. Location sharing is a fundamental component
of mOSN, but users may be hesitant to share their location and extract sensitive information due to the privacy concern. The
mOSNs collect a large amount of location information over time, and the users’ location privacy is compromised if their
location information is used by other third party adversaries controlling the mOSNs. While the location-based features make
mOSNs popular, they also raise significant privacy concerns. The threat is even more serious when it comes to mOSNSs,
because user’s locations are being correlated with their profiles. Here, the system achieves social network privacy and
location privacy. The system cannot be linked to the same user. The identity of each user in the query set will be replaced
with a pseudo identity before sending the query to the location servers. It improves the privacy of users in mobile online
social networks. The proposed system provides a face recognition for the privacy-preserving of the users. The given image
will be encrypted to a key format and this key will uniquely identify the user. The system uses private photos in a privacy-
preserving manner for each user.

Keywords— Facial recognition, location based services, location privacy, location sharing, mobile Online Social
Networks.

l. INTRODUCTION

The evolution of mobile computing had made a significant influence on individuals, organizations and society. Mobile
computing helped to adapt the traditional web based online social networks to the mobile platform. This made the growth of
mobile online social networks (mMOSNs) paradigm. While comparing with the web based social networks, mOSNs provides
better connectivity with users from wherever they are. As the shifting of technology from the traditional web based social
network to the mobile online social network had increased, it is important to analyse the impact of mOSNs from a privacy
standpoint.

Location based services are the fundamental component of the mobile online social networks (mOSNSs). By taking in account
of the mobile devices geographical location different types of services can be provided to the user. Location sharing for the
location based services has increased various privacy issues. Online social networks increasingly allow mobile users to share
their location with their friends. The third parties can learn user’s location from localization and location visualization
services.

While the location based features make mOSNs more popular, they also raise significant privacy concerns. The threat is
more serious when it comes to mOSNs, where the user’s physical locations are correlated with their profiles. As indicated in
the previous work [2], shows how to flexibly share presence by preserving user privacy with both friends and strangers.
Another research [3], shows how untrusted third-party servers are treated simply as encrypted data stores. This approach
significantly improves user’s location privacy. Mobishare [5] and Mobishare+ [6] are two another approaches providing
privacy in location sharing in mOSNs. Mobishare, which uses the bloom filter to prevent adversary attack. Mobishare+
employs dummy queries besides dummy location and identities. N-Mobishare [7], is simple and more consistent with the
characteristics of social networks. Compared with Mobishare, N-Mobishare is more practical and efficient.

However, no schemes proposed so far does not meet the security requirements of social network privacy. The previous works
cannot prevent the location service provider from getting the sensitive information of the user. In this paper, we propose a
novel solution for achieving both location privacy and social network privacy. The new architecture proposed here is with
multiple location servers. Each location servers contain the location information of the users. When a request for friend’s
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location is submitted by a user, this set will sent to the location server. Each location server will have a subset of user’s
friends list. In this way queries cannot be linked to the same user and privacy have been improved. While registering to the
online server and updating the location in the location server, each user have a sign which will be generated using the image
which has been given by the user. In this way privacy of each user will be achieved in this new architecture.

1. SYSTEM ARCHITECTURE AND THREAT MODEL
2.1 System Model

The new construction provides a way for preserving privacy of users who shares their location with their friends and
strangers. There are three entities in our architecture. They are users, online social network server and location server. The
users who have mobile devices, shares their location information with their trusted friends and untrusted strangers. This users
can query location servers about nearby friends and strangers locations. The users who are using the mOSN have to get
registered with the online social network server. Users have to give their profile related information to the online social
network server. The Online social network server provides all the services related to the online social network to its users.
Location server is used to store all the location information of the users. It provides the location based services according to
the request of the users.

Each user in the online social network server has a unique key which provides privacy for the users. This key is generated by
the image which has been given by the user to online social network server. For every activity in the mOSN, user have to
provide this image to verify his/her identity to the system. By this way privacy of each user has been satisfied in the online
social network server and the location server.

2.2 Threat Model

We assume that the social network server and the location server are not trusted to access user’s personal information and
location details. Here, we assume that users might be dishonest and they will try to access information’s that are outside their
privileged access. Another assumptions are, online social network server might be honest but curious and it will try to access
the location updates that has been done by the users. Location servers also be honest but curious and it will also try to access
the sensitive information’s about the users from their profiles.

Another assumption is that either the social network server or the location server can be controlled by an adversary which
tries to link users identities to their location details. The social network server and the location server cannot collude with
each other and cannot access the information’s that are out of their privileged access area.

1. SYSTEM DESIGN
3.1 Notations
The notations used in this paper are summarized in Table 1.

TABLE 1
SUMMERY OF NOTATIONS

ID Users social network identifier
LS Location Server

SOSN Social Network Server
FID Fake identifier including real and dummy ones
fID User ID’s friend-case threshold distance
sID User ID’s stranger-case threshold distance

3.2 User Registration

In this location sharing systems for mOSNs, each user have to do two types of registrations. 1) Registration in the social
network server and 2) Registration in the location server. The proposed system architecture is shown in Fig. 1.

3.2.1 Social network server registration

In the social network server registration users have to fill up all the profile related information. All the personal information
of the user will be kept by the social network server. The U = {ID1, ID2, . . .IDn} is the identity set of all of the users
involved in the system, and a social network graph G = (V,E) on U has been stored at Social network server, where V < U is
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a set of identity vertices and E €V x V is a set of edges in G. Each user will define his access control policy by providing
two threshold distances fID and sID. The value of fID denotes which distance the user with identity 1D is willing to share
location with his/her friends, and sID denotes the threshold distance within which he/she agrees to share location with
strangers. After the registration, the social network information and his/her friend relations at G are updated.

While registering in the social network server, user have to give a signature using image. The facial recognition system is
used here to validate the user by verifying the digital image signature given by each user.

Online Social
network Server
registration
Sharing profile
information
b
Sigljl geperated i
using image - -
and verify ~ j———— Location Server
< registration
Admin ] Share location in
monitoring social network

FI1G. 1 SYSTEM ARCHITECTURE

3.2.2 Location server registration

The user need to register their identity in the location server to provide location updates. The user who login in location
server, can view their friend’s locations and share their locations within his/her group of friends. Here also digital image
signature will be verified to validate the user.

3.3 Location Updates

User can updates their locations when their location changes and these locations will be updated in the location server. To
update the location information user have to verify his/her identity with digital image signature.

3.4 Location Query

Each registered user can do two types of queries in the system. They are friend’s location query and stranger’s location
query.
3.4.1  Friend’s location query

To know the location of his/her nearby friends’ current locations, the user queries the social network server and the location
server and receives the location information of friends whose specified access control setting is satisfied by the querying
user. For viewing the location, the user have to be validated with the digital image signature.

To get the information of friends’ locations, the user with an identity ID submits a friends’ location query (ID, ‘f’, I) to social
network server , where I denotes the distance threshold specified by the user and “f” denotes the symbol of friend query.
Upon receiving the query, social network server finds the appropriate entry (ID, FID, fID, sID) in the local user information
table. Social network server first finds the user’s friend set and send the query to the locations servers. While getting the
query, the location server get the locations by decrypting the digital signature. For each of the nearby users, the location
server will enforce access control based on these users’ friends threshold distance. Finally, the user decrypts and gets all of
the nearby friends’ identities and locations.

3.4.2  Stranger’s location query

If a user wants to get nearby strangers’ current locations, he/she queries the social network server and location server and
receives the location information of someone whose specified access control setting is satisfied by the user. The users first
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submit his query with his digital signature to validate his/her identity. The digital image signature submitted by the user can
uniquely identify his identity.

While receiving the request, the location server will first get the locations by validating the identity of the user. For each of
these nearby users, the location server will enforce access control based on these users’ stranger-case threshold distance.

3.5 Facial Recognition System

Facial recognition system identifies person from a digital image. In our system, we uses facial recognition method to
generate a digital image signature to validate each users in the system. While registering in the online social network server
we give a digital image as a signature for each individual and using this signature a key will be generated. While doing each
procedure we have to give the digital image to verify each user. Here, the facial recognition system will identify the digital
image given by the user.

V. EVALUATION

The performance of the proposed system is evaluated using the encryption and decryption performance of the location
sharing system. Here, we evaluate the time of cost for the encryption related with the number of nearby friends in the system.
Fig 2. Plots the time of cost versus number of nearby friends for encryption. We can see that the encryption time is linear
with the number of friends. Even the number of friends is bigger than 100, the execution time will be less, and thus, it is
efficient and practical.

| £ EVALUATION =
Encryption
]
3 -
I -
o =
5 l
u 4 o
= -
= —
0
10 20 20 40 S0 60 70 20 20 100
number of nearby friends
B Encryption

FIG. 2 TIME OF COST VERSUS NUMBER OF NEARBY FRIENDS GRAPH

Another evaluation which is done in the system is the time of cost needed for both encryption and decryption process in BE
scheme and it is plotted in Fig. 3. Here the decryption time is higher than the encryption time because we are concerning
about the security performance of the system. As the decryption time increases it increases the security of the system.
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The comparison between the existing system and the proposed system is analysed using a bar chart which compares the time
of cost, execution time and the secuity of both systems. This graph is plotted in Fig. 4.
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V. CONCLUSION

In this work, we have addressed the problem of privacy in online social network. Online social network security and the
location server security are the main security concerns in the location based services. Without enough privacy users may be
hesitant to share location information to mOSNs. Therefore by considering the privacy of users here proposes a face
recognition method. In this a digital image signature is used as a key to uniquely identify each user in the location sharing
system. While registering to the online server and updating the location in the location server, each user have a sign which
will be generated using the image which has been given by the user. In this way privacy of each user will be achieved in this
new architecture.
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