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Abstract— Today, it is a very common problem that bots attack on the online polls and register free email accounts
automatically that increase the congestion on network as well as consume large amount of server space. Therefore, to
prevent these kinds of attacks, a technique called Completely Automated Public Turing test to tell Computers and Humans
Apart (CAPTCHA) have been used. The main motive of present research work is to design a CAPTCHA in order to increase
the security by preventing bot attacks using random mathematical functions and background noise makes it invulnerable for
the optical recognition (OCR) technique to break the CAPTCHA as OCR attack is capable of only extracting characters from
an image. To make CAPTCHA more secure, cross operations has been embedded in the present algorithm which makes it
impossible for OCR technique to decode its output result.
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l. INTRODUCTION

CAPTCHA is an acronym for Completely Automated Public Turing test to tell Computers and Humans Apart. The term
"CAPTCHA" was coined in 2000 by Luis Von Ahn [1], Manuel Blum, Nicholas J. Hopper (all of Carnegie Mellon
University, and John Langford (then of IBM). They are challenge-response tests to ensure that the users are human not a bot.
The use of a CAPTCHA is to block submissions of spam bots that can be harvest email addresses from publicly. A very
common kind of CAPTCHA which is used on websites requires the users to enter the string of distorted string of characters
on the screen. CAPTCHAs are used because it is difficult for the computers to extract or understand the distorted text or
image, whereas it is relatively easy for a human to understand that text or image. Therefore, the correct response to a
CAPTCHA challenge is assumed to come from a human and the user is permitted into the website.

The need for CAPTCHA S rose to keep out the website or search engine from bots. In 1997, AltaVista developed a method to
generate a printed text randomly that only humans could read and not machine readersThe existing CAPTCHAS can be
generally classified into three categories: Image-based CAPTCHASs [2, 3], Text-based CAPTCHASs [4, 5] and Sound-based
CAPTCHAs [6]. Text-based CAPTCHAs that depend on the distortion of digits,letters and other visual effects added in the
background image. The user is asked to identify the distorted characters and entered them. So far, most commonly used
CAPTCHAs are text-based CAPTCHAs. They can be easily designed and implemented and can be easily solved by users..
Examples of text and Graphic CAPTCHAs include:

EZGimpy: Pick a word or words from a small dictionary. Distort them, add noise and background.
Gimpy-r: Pick random letters. Distort them, add noise and background.

Baffle Text: Pick random Alphabets which create nonsense but pronounceable words.

Bongo: User has to solve pattern reorganization problem by finding which figure belongs to which one.
Pix: User has to recognize the common features from a set of images.

The organization of the paper trails as: Review of previous related work is given in Section. Il. Section 11l focuses on the
formulation of the proposed algorithm. Section IV reports a number of experimental results to demonstrate the performance
of the new algorithm. Finally, conclusions are drawn in Section. V.

1. LITERATURE SURVEY

Castro et al. (2009) presented a black-box attack. Its aims to protect a free service delivered using the Internet. This
CAPTCHA was referred to as ““QRBGS CAPTCHA” or ‘‘Math CAPTCHA”’. In this it gave the user mathematical
problems to solve in order to prove human. This required no development in Artificial Intelligence or automatic character
recognition, the intended path, thus becoming a side-channel attack, based on the previously mentioned CAPTCHAs flaws.
The author concluded with some tips for enhancing this CAPTCHA that can be considered as general guidelines [6]. Biddle
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et al. (2011) stated as many graphical password schemes have been proposed as alternatives to text-based password
authentication and yet there still remains research to be carried out in this field. So, the author provides a comprehensive
overview of published research in the area, covering usability and security aspects, as well as system evaluation. The paper
first catalogues existing approaches, highlighting novel features of selected schemes and identifying key usability or security
advantages. The author then review usability requirements for knowledge-based authentication as they apply to graphical
passwords, identify security threats that such systems must address and review known attacks, discuss methodological issues
related to empirical evaluation, and identify areas for further research and improved methodology [7]. Choudhary and Saroha
(2013) stated that the purpose of a CAPTCHA is to block form submissions from spam bots — automated scripts that harvest
email addresses from publicly available web forms. The term "CAPTCHA" was coined in 2000 by Luis Von Ahn, Manuel
Blum, Nicholas J. Hopper (all of Carnegie Mellon University, and John Langford (then of IBM). CAPTCHAS are used
because of the fact that it is difficult for the computers to extract the text from such a distorted image, whereas it is relatively
easy for a human to understand the text hidden behind the distortions. Therefore, the correct response to a CAPTCHA
challenge is assumed to come from a human and the user is permitted into the website. The CAPTCHA test helps identify
which users are real human beings and which ones are computer programs[8]. Parveen and Singh (2014) stated CAPTCHA"s
were used to improve the security of Internet based applications in order to ensure that a web based application which was
intended to be used by a human being is not maliciously used by Artificially Intelligent programs called bots. As the current
CAPTCHA methods are striving to turn out to be difficult for bots, they are gradually becoming difficult and annoying for
human users as well. This paper carries out a systematic study of various Text-based CAPTCHA™s and proposes the
application of Forepart based prediction and Row-wise mapping to break these CAPTCHA"s to evaluate their robustness.
CAPTCHA segmentation and recognition is based on Forepart prediction, necessity sufficiency matching and masking [9].
Yan et al. (2008) suggested CAPTCHA is now almost a standard security technology, and has found widespread application
in commercial websites. Usability and robustness were two fundamental issues with CAPTCHA, and they often interconnect
with each other. This paper contains usability issues that should be considered and addressed in the design of CAPTCHAs.
Some of these issues were intuitive, but some others have subtle implications for robustness (or security). A simple but novel
framework for examining CAPTCHA usability is also proposed by the authors [10]. Ali and Karim (2014) described
CAPTCHA as a technique of testing for ensures that only people just passing the test and not the system computer generated
(bots). The development of CAPTCHA system is to provide creative and validation tests that can be easily solved by humans
and difficult for bots. There are four types of methods in development CAPTCHA which is the text-based CAPTCHA;
CAPTCHA based on image, CAPTCHA based audio and video-based CAPTCHA. CAPTCHA system based on puzzle is
developed by using a technique based on an image CAPTCHA. Then, this type of CAPTCHA was developed by using
HTML, JavaScript/J-Query and Cascading Style Sheets (CSS). The CAPTCHA system was developed using a sequence of
phases of development that are in the methodology of evolutionary prototyping model. Applications certification is expected
a confirmatory test that is easily solved by the user and then be interactive authentication applications [11].

1. PROPOSED WORK

In this research, a technique has been designed to fortify web security and to prevent bots from damaging or entering the
system.

Step 1: Generate a noisy background for the captcha image so that it cannot be read easily by the BOT or OCR techniques
easily.

Step 2: Generate different random mathematical expressions. These mathematical expressions include series equation,
measurement related functions, work, time, speed, distance and cross operations as puzzles.

Step 3: Generate random letters of different font size, font style and orientation with noise.
Step 4: Create the captcha database file.
Step 5: Check the performance by applying OCR technique.

In the cross operation the meaning of the operators are switched. For example: if human performing an operation in the
mathematics we denote add by multiply, multiply by add, divide by subtraction and subtraction by divide in the given
expression. Thus the original operation is not visible to the front end and the BOT recognize it as the default operation as per
the captcha image and not breakable by the BOT or OCR techniques. Whereas, for the user understanding we provide hints
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about the operation so that human being can solve it easily. For instance, the actual meaning of Fig. 1 is shown in the below
mentioned equation:

28*4+7*4/10 = 14
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Generate Random Mathematical egn.
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Create Database
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Check the Performance by OCR breaking
Technigque

FIG. 2 FLOW CHART OF PROPOSED WORK.

IV. RESULTS AND DISCUSSION

This experiment is carried out using MATAB. The captcha designed in this research contains mathematical formulae which
could not be cracked by the OCR. The proposed CAPTCHA has been tested by many users and we have concluded that only
humans were capable of solving our proposed mathematical image CAPTCHA and the results are shown below in Table 4.1.
Thus the proposed CAPTCHA in this research is effective and secured and more simple as compare to first one. The Table 1
shows the success rate and response time. The success rate is calculated in terms of successful attempt made by the user in
recognizing and attaining correct answer for the equations shown in the CAPTCHA image. It is calculated by number of
correct qualified CAPTCHA divided by total number of passed CAPTCHA multiplied by 100. On the other side, the
response time represents the time taken by the user in solving the equation and it calculated by using TIC-TOC command of
MATLAB.

The Register window contains a mathematical equation in the form of a CAPTCHA image embedded with puzzles and to
register the user must solve the equation by solving the values of puzzle window in which meaning of the operators are also
shown via Fig 3.
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Table 1 show the values of success rate and response time of captcha

TABLE 1
RESPONSE TIME AND SUCCESS RATE

85

90

88

Pl |IdIE

89

o | © | | O

The Break CAPTCHA window enables the user to Load any CAPTCHA image containing mathematical equation and by
pushing “OCR Attack” button the algorithm then performs the attack and displays the extracted character from the loaded
CAPTCHA image. As seen from the Fig. 4 the extracted character does not match with the loaded CAPTCHA image.

As shown in Fig. 5 the OCR attack was able to extract the characters from the noisy captcha image. This proves the previous

CAPTCHA algorithm to be unworthy.
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F1G. 5 CRACKED CAPTCHA ALGORITHM
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FI1G. 6 PROPOSED INVULNERABLE CAPTCHA
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And the loaded CAPTCH image in Fig. 5 and 6 contains the following equation:
A=a’(1)

And the characters extracted by the OCR attacks are “AQ43”. This proves the proposed algorithm to be resilient against
OCR attacks. Thus it is clear from the OCR Attack results that the CAPTCHA proposed in this research is effective and
cannot be cracked by bot because it contains some mathematical equations as puzzle. However, if in case the OCR attack is
able to extract the exact information but still it won’t be able to crack the equation as OCR considers its own output as string
of characters and not as an equation.

V. CONCLUSIONS AND FUTURE SCOPE

In this research a new captcha design approach has been implemented using simple mathematical equations and puzzles. The
result shows that the proposed approach is more secure and simple as compare to others. Furthermore, after applying OCR
attacks user can conclude that our proposed method is more secure to bot attacks and is very useful for high level of security
programs.

This research work can be further extended or enhance by including other techniques along with math captcha with Boolean
expressions, number system to make it more rebust and unbreakable.
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